Clearswift Web Appliance 2.0

Product Information Bulletin
INTRODUCTION

This document provides an introduction to the forthcoming release of Clearswift Web Appliance
version 2.0

This document does not provide information on product positioning, messaging, market or
competitor analysis.

OVERVIEW

The enhancements included in this release are shown below:

Caching
URL Filter Enhancements
0 Additional categories including Malware and Phishing (40 to 76)
0 Multiple categories per web page where appropriate
0 Automatic submission of ‘Unknown’ sites
o Custom ‘Intranet’ category for internal servers
Policy route reports
0 Top Routes (request)
0 Top Routes (bandwidth)
0 Top Routes to Top Categories (time)
0 Top Routes to Top Users (time)
0 Top Route to Top Machines (time)
Scheduled backup to FTP server
Lexical analysis trigger reason
Download size content rule
Technology update

Caching

Key Points:
Reduces bandwidth and bandwidth costs
Important in regions where bandwidth is expensive
Assists web migrations, caching was available on EOL MIMEsweeper for Web

The main purpose for caching is to reduce external bandwidth consumption and associated costs.
This is especially important in regions where bandwidth is expensive but will also benefit all
organisations regardless of region.

The cache saves bandwidth usage by serving identical web requests for the identical content from the
local cache (hard disk) rather than the remote web server.

The maximum cache size will be 10GB (TBC) and this size can then be further multiplied by the
number of appliance deployed because each will have its own cache. For example, if three appliances
have been deployment (load balanced by using the PAC script provided in the help) the total cache
space available will be 3 x 10GB.
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The cache includes a number of supporting features such as:
Auto purging
Cache URL bypass
Clear cache
Enable/Disable cache
Hit ratio (system health metric)
Bytes served from cache (system health metric)
Bytes served from server (system health metric)

Cache Hits Cache Bandwidth
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Cache Statistics

Hits E— 1,891 (10.0%)
served E— 81.8 MB (11.0%)
Sjze E— 518.3 MB (5.0%)

URL Filter Enhancement

Key Points:
76 Categories provide additional policy granularity and improve reporting
Malware and Phishing categories provide additional protection
Automatic feedback for ‘Unknowns’ improves categorisation over short timeframe
Improved configuration because the category is now shown with category definition
Custom ‘Intranet’ category ensures internal sites are categorised too
Multiple categories per page help support today’s rich and varied web content

Increased URL categories: The number of categories has increased from 40 to 76 and now includes
malicious code and phishing categories. The additional categories not only allow finer granularity
when configuring policy but also provide much greater detail when running reports.

The categories along with their definitions are now much easier to view within the ‘Internet Zones’ and
to further assist in locating the correct category each has been grouped under a logical heading.
Shown below are the ‘Security Risk’ and ‘Sexual’ groups but for a compete list please refer to
Appendix A.
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Protocols URL Categories Sites

Select the URL categories you wish to associate with this Internet Zone.

[ Reference
O science
[ search

Security Risk
Anonymizer

=

Criminal skills

S

Hacking

=

Malware

=

Phishing

Sexual
7l Art Nudes
[l Lifestyle
[ Mature Content

Multiple categories per page: Today’s rich and varied web content has increased the possibility of a
single web page matching more than one category. In these situations it is important that the correct
policy is applied therefore a site may now match against multiple categories. As shown below in the
recent activity screen shot, a kid’s game site matches against two categories ‘Games’ and the ‘Kids’

-

Hacking

Sites which promote or provide the means to
practice ilegal or unauthorized acts of computer
crime using technology or computer-programming
skills. Examples include:

® Hacker magazines, portals, hangouts: sites
that serve the hacking

® \Warez and 'cracks’ (password, software or
other) downlead or trading sites; sites
offering cracked or "pre-owned" products for
download; sites offering software license
keys; trading networks/meeting places for
arranging warez trades.

® virus creation sites offering authoring,
downloads, source code, working viruses,
technical descriptions or instructions on
writing or distributing malware, botnets or
viruses. Excludes bulletin/message boards,
mailing lists, discussion groups; general
purpose computing message boards that

Save Cancel

and as such provides far more information than a single category match.

Recent Client Activity
Processed Action Client

ﬂ} 23/09/09 17:30 In progress 192.168.124.1
http://www.games.com/

The greatest benefit provided by multiple categories will be seen in the reports which now reflect a
more detailed picture of the content being accessed. If a request matched against multiple categories
it is shown with ‘+' between each category. This can be seen below for the combinations ‘Portal +

Route Category

Gaming, Kids

Shopping’, ‘Gaming + Kids’ and ‘Chat + Webmail'.

Category
Unknown
M Technology & Telecommunication
M Hobby
M Advertising
M search
Portal
M shopping
W News
B webmail
M Chat
Portal + Shopping
Reference
M Gaming + Kids
M chat + webmail

Automatic Submission of ‘Unknown’ Sites:

Total Requests
1611

607

427

331

251

232

number of ‘unknowns’ two important new capabilities have been added.

1. An automatic Clearswift feedback mechanism for ‘unknowns’ sites so that those sites can be
investigate and categorise ready for a subsequent update. Over a small period of time the

‘unknowns’ will decrease for all Clearswift customers.
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Total Bandwidth
8.3 MB
12.5MB
2.4MB
2.2MB
2.7MB
1.9 MB
1.0 MmB
756 KB
4.2 MB
164 KB
500 KB
717 KB
364 KB
59 KB

As shown above ‘unknown’ often appears high on the
list of categories accessed. There are two reasons for this (1), many of the ‘unknown’ sites are actually
internal Intranet sites ‘know’ to the customer but these cannot be categorised by Clearswift. (2), the
site may be new or infrequently visited and therefore uncategorised at that time. To reduce the



Unknown URL Submission is Enabled
() The Appliance will automatically submit unknown URLS for categorization.

help improve the categorization of URLS, the appliance can submit unknown URLS to Clearswift. This enables
to assign categories to the URLs in future URL database updates.

'URLS cannot be categorized. To stop these being sent back for re-categorization they should be added

2. The addition of a custom ‘Intranet’ category that can be used to ensure all internal sites are
categorised under the meaningful category ‘Intranet’ rather than ‘unknown’

Protocols  URL Categories  Sites

Select the URL categories you wish to associate with this Internet Zone.

[F Non Profit | intranet sites

. __ | This category includes Intranet sites within your
Compyting [Z1| company which you have defined via the Intranet
Sites web reference (see Policy Center > Intranet

[l Freeware & Shareware 13
[ Technology & Telecommunication || Sttes)-

Corporate
{7} ntranet

Drugs, Alcohol & Tobacco
[Z] Alcohol

[ Drugs

[l Tobacco

Entertainment.
[l Entertainment

save | cancel

Policy Route Reports

Key Points:
Ability to report on how web traffic is processed against the configured AUP
Used to determine policy outcomes during initial setup i.e. Identify policy
Allows the customer to understand bandwidth and time usage for each policy route
A route may have multiple sub categories but they can be logically grouped under one
type ‘non business’ to enhance reports for specific types of traffic
Additional routes can be added to enable additional reports i.e. a route everywhere to
Intranet would show how much traffic/time is destined for internal sites

A new group of reports have been included to allow reporting by ‘web policy routes’.

An organisation’s Acceptable Use Policy (AUP) is represented in the web appliance by the web policy
routes. For example, an organisation that allows some level of personal browsing may have created a
‘Non Business Related’ route to represent this aspect of their AUP. The new Route reports therefore
allow and organisation to run reports and see trends in relation to their AUP as represented by the
web policy routes they have created. The five route reports are shown below

= Route
i Top Routes (request)
[, Top Routes (bandwidth)
I ] Top Routes to Top Categories (time)
[ Top Routes to Top Users (time)
[} Top Routes to Top Machines (time)
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Each report includes support the drill down and includes graphical representation in the form of a
graph (not shown below), for example running the ‘Top Routes to Top Categories (time) report returns
the following route hits.

Route Total Requests Total Bandwidth Total Time

Traffic that does not match another route 1481 9908078 4h 49m 13s
M *Everyone’ and 'Clearswift Web Threat Test' 92 7492203 12m 11s
M *Everyone' and 'Non Business Related" 55 1432102 7m 33s
M ‘Everyone' and 'Sexually Explicit' 119 1610550 5m 26s
M 'Everyone' and 'Chat & Instant Messaging’ 61 200626 5m 11s

"Everyone' and 'Web Mail' 67 4382069 3m 13s
M 'Everyone' and 'Gambling’ 5 70212 365
M 'Everyone’ and 'Security Risk' 11 148665 55
M ‘Everyone' and 'Weapons' 1 13519 Os
[ | "Everyone' and 'Violence/Offensive’ 2 27064 0s

Drilling down on the ‘Non Business’ route to investigate the time or bandwidth usage provides
additional detail relating to the categories on that route previously determined as ‘non business’

related by the organisation AUP.

Category Total Requests

Gaming + Kids
M Hobby
M personals Ads & Dating
M Food & Restaurants + Hobby
M J0b Search

Drilling down further provides the specific detail of the request for ‘Gaming + Kids’ in the example

below.
Date Machine/User Route Site.
. ‘Everyone’ and ‘Non Business
23-Sep-2008 17:30:55  192.168.124.1 e
23-Sep-2009 17:30:49  192.168.124.1 ‘Everyone' and "Non Business
P I i - - Related"
23-Sep-2009 17:30:38  192.168.124.1 EvenyoncgandiNoniBusicss
Related
23-Sep-2009 17:30:36  192.168.124.1 Everyone' and 'Non Business
Related

22-Sep-2009 17:21:08  192.168.124.1 EZEEE ENe] U CIEGES

Scheduled Backup to an FTP server

http://www.games.com/
http://www.games.com/

http://www.qames.com/

Total Bandwidth

http://www.games.com/_uac/adpage.html

http://www.games.com/_uac/adpage.html

Total Time
6m 18s

im 13s

2s

0s/

0s

Key Points:

It's automatic so it won't be forgotten!

Ensures data is not lost in the event of hardware failure
Quick time to recovery, restore previous backup to a new machine

Consistent with email appliance which already has this feature

An automatic backup for system, policy and audit data has been added to the web appliance. If
enabled this will ensure that in the unfortunate event of a hardware failure the system can be restored

with a previous backup.
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Lexical analysis trigger reason

Key Points:
Easy identification of reason why lexical analysis has blocked a page or content
Helps to fine tune policy with minimal frustration
Now it's easy to identify the offending word in a page of HTML

In the ‘Logs and Alarms’ menu area a new ‘View recent text analysis’ option has been made available
and is shown on the left hand menu below.

ﬂ’éj what would you like todo? | LOgs & Alarms
* | Open SNMP MIB Using the tabs you may select between viewing the Appliance logs or managing raised alarms.

View the selected log Appliance Logs  System Alarms  Alarm History  Configuration

Mail the selected log

Enable email notification Available Logs

Disable emall notification @ Apache access Log -
~ Enable SNMP notification # Apache error Log (5) =

Disable SNMP notification ¥ Appliance Services (1)

&

Audit (5)

AV Download Validation (5)
Backup Log

Clearswift Web Proxy Events (3)
_ Command Line (2)

3 Help 1 # Console Authentication (4)

{4\ Clear the selected alarm

®

5 Test SNMP Connection

B ®

(£l View recent text analysis.

®

Appliance Help

What are system alarms? 5 .
W—— Preview Of Selected Log :

} Please select a log from the list above

On selection, all text analysis policy matches for the last 24hrs to a maximum 500 events will be
shown. Below a single event is shown where the word ‘members’ included on a web page cause the
page to be blocked. The phrase detected is highlighted in yellow and the surrounding text provides
some context to help identify the location.
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Download size Content Rule

Key Points:
Control excessive download and save bandwidth and resource
Leaves bandwidth for business purposes not personal downloads

A new download size content rule has been added which will abort a download as soon as it becomes
apparent that the allowable size will be exceeded i.e. as indicated by the mime header before the
download starts or, once the actual download exceeds a policy threshold.

Management Audit Trail

Key Points:
Improved auditing of administrator actions
Last login for admin shown on home page
Audi log file helps with accountability and compliance

More information relating to administrator activity has now been made available. A new UlAudit log file
had been included that contains references to each page visited during an administrator session
including log-on date/time, logged out date/time, terminated sessions and failed login attempts.

The home page will also show the current logged on user with details of when they last logged-on
which may potentially alert them to instances where their log-on credentials may have been
compromised.

Technology Update
As with all major releases the MIMEsweeper engine technology has been update to provide greater
detection for new content types.
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AVAILABILITY

Phase Date
General Availability December 2009

END OF LIFE

All previous version of the web appliance (1.x to 1.4.1) will reach end of life at the next renewal
date because to continue receiving URL filter updates customers must upgrade to version 2.0 and
will in doing so will benefit from the many additional categories including ‘Malware’ and ‘Phishing’.

PACKAGING

This release will automatically download to the appliance and alert the customer once complete
that it is available to apply.

The release will also be available as a full ISO image available from the Clearswift website.

FOR FURTHER INFORMATION

Please see ‘Appendix A’ below for a complete list of categories and their definitions. Also included are
details of how the existing 40 categories are mapped to the new 76 categories during an upgrade.

Contact Information:

Product Manager: Mark.Maciw@Clearswift.com

Web site: http://www.clearswift.com

Page 8 of 23



(APPENDIX A)

URL Categories & Definitions

Bandwidth
File Sharing: Sites which make files available for other users to download over the Internet or
smaller private networks. Examples include:

! R
Internet Telephony: Sites which enable users to make telephone calls via the Internet or

obtain information or software for this purpose. These services include PC to PC, PC to
phone, and phone-to-phone services connecting via TCP/IP networks.

Streaming Media: Sites which host streaming media like television, movies, video, radio, or
other media.

Business & News
Business: Site which are sponsored by or devoted to individual businesses not covered by any
other categories. Examples include:
: % &

#

(-
$)
$ %

Energy: Sites which represent companies involved with the production and distribution of
energy. Examples include:
) *

% + 1% & -
% +% '% % -
% + 1% & -
Y %+ 1% ! -

Finance & Investment: Sites which provide the opportunity to establish, plan, research, or
manage personal finances and investments. Examples include:

& "%
& % ‘& + % 'l
% '/
% % %% , g &
+ 1& | & | 1o 1 -
&&
o ! & b/
( & ' 1 %! & &
% & % & 2 'l , % A
% &
& &

Law: Sites which offer legal content and services. Examples include:
. ' + -
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o I &

1

&& % % 3,

News: Sites which primarily report, inform, or comment, on current events or contemporary
issues of the day. Includes sports, weather, editorials, and human interest news. Examples

include:
" L .
( +
% ' % %
%
4 %

Non Profit: Sites which are owned by non-profit organizations. A non-profit organization
(abbreviated "NPQO", also "not-for-profit") is a legally constituted organization whose primary
objective is to support or to actively engage in activities of public or private interest without any
commercial or monetary profit purposes. NPOs are active in a wide range of areas, including
the environment, humanitarian aid, animal protection, education, the arts, social issues,
charities, health care, politics, religion, research, sports or other endeavors.

Computing
Freeware & Shareware: Sites which offer the download of software online. Examples include:
5 % & & 0 %, |/
5 & % , & :
% /
*0p & 5 & &
%, ' & & *% ( /

Technology & Telecommunication: Sites which provide information pertaining to computers,
the Internet as well as telecommunication. Examples include:
&
% !
( %
$

Corporate
Intranet: This category includes Intranet sites within your company which you have defined via

the Intranet Sites web reference (see Policy Center > Intranet Sites).

Drugs, Alcohol & Tobacco
Alcohol: Sites which promote or sell alcoholic beverages; supply recipes or paraphernalia to
make alcoholic beverages; glorify, tout, or otherwise encourage alcohol consumption or
intoxication. Examples include:

6 # 7 78

9 % 76
& % &
+ & -
& % )
& %! /
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Drugs: Sites which promote, offer, sell, supply, encourage or otherwise advocate the
recreational or illegal use, cultivation, manufacture, or distribution of drugs, pharmaceuticals,
intoxicating plants or chemicals and their related paraphernalia. Examples include:
.6 !
7 & T %
"% 0 %

Tobacco: Sites which encourage, promote, offer for sale or otherwise encourage the
consumption of tobacco. Examples include:

9

" & 7 ,

$ % % %
A 7 /

6 7

Entertainment
Entertainment: Sites which relate to the entertainment industry. Examples include:
*&& & & 1 $8 % ' !
# o,
*&& & + ! /-
& 1
4 % && ' ! !
* %% '& % 8!

Gaming: Sites which allow users to place bets or participate in a betting pool (including
lotteries) online; obtain information, assistance or recommendations for placing bets; receive
instructions, assistance or training on participating in games of chance. Examples include:

* ! "+, % -1 !
&
6 %% ! ! %!:%
% ' '1:% ]
N & t& ) %! 9 % ,
& % ,'
. .
Yoy 0

Kids: Sites which provide a safe and interesting Internet experience for children under 12
years of age. Examples include:

&

7
( "& & %3 ! :
0 & 'l
6 %' &% % 1% & 1
*8.& & 1% ' & & |/
" %% % ' %
%% % %' & ' %% % ! !
6 %' & 2 | 1$8 | %
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6 %' & ! "I / % /4

7" /6 ' & /
" %% % % ! ! ! % '
Do & , & % 6 ,
& 9'1 % : : + , &&
% - Py

Mobile Entertainment: Sites which offer a range of add-ons for handheld devices like
ringtones, wallpapers, games, videos

Music: Sites related to the music industry. Examples include:
9
# 7 %'
&

! ! 1%

Gambling
Cash Gambling: Sites which involve the wagering and exchange of money in addition to
placing bets or participating in betting pools (including lotteries) online; obtaining information,
assistance or recommendations for placing a bet; receiving instructions, assistance or training
on participating in games of chance.

Gambling: Sites which allow users to place bets or participate in a betting pool (including
lotteries) online; obtain information, assistance or recommendations for placing bets; receive
instructions, assistance or training on participating in games of chance. Examples include:

* ! "+ % -1 !
&

6 %% ! ! %!:%

% ' 1'% |
& "+t& )% ! 9 % ,
. & %

x 0 1
YRS .

Health
Abortion: Sites which provide information or arguments in favor of or against abortion;
describe abortion procedures; offer help in obtaining or avoiding abortion; provide testimonials
on the physical, social, mental, moral, or emotional effects of abortion. Examples include:

' ol %'
$ & ! "%
& 0 & ' + &
&' % % ) % -
Lo &
% 1 & '
& 01% | % & &
(& %
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% & % I . ,
% & % &
& % % ", D && "+ t
' && ' % oo

Health: Sites which provide information or advice on personal health or medical services,
health insurance, procedures, or devices; sites which include information on diets, nutrition,
therapies and counseling services.
Sexual Education: Sites which provide educational information on reproduction and sexual

development, sexually transmitted disease, contraception, safe sexual practices, sexuality,
and sexual orientation.

Internet
Automated Web Application: Sites which allow a computer to automatically open an http
connection for various reasons including checking for operating system or application updates.

Hosting: Sites which provide individuals or organizations with online systems for storing
information, images, video, or any content accessible via the Web. Examples include:
% .
% .
* % & '

Placeholder: Sites which are typically owned by domain name registrars, domain brokers or
Internet advertising publishers. They usually display dynamically generated content with the
intent to monetize on traffic through linked advertising listings. Examples include:

&

4)%
< ! =
Portal: Sites which offer a broad array of resources and services, such as email, forums,
search engines, and on-line shopping malls. Portals typically publish their own content or

collate multiple sources of information for many areas such as news, entertainment, sports,
technology, and finance.

Leisure
Automotive: Sites which relate to motor vehicles, dealers, sales and clubs. Examples include:
" & & ! ! , & & %
%% '& ! , 1% >
! ! '
*&& % ' %

Bikini: Sites which offer the sale of bikinis, mico-kinis, mono-kinis, and thongs which are
marketed as beachwear rather than swimwear. Also sites which feature galleries and/or
videos of models in bikinis

Page 13 of 23



Food & Restaurants: Sites which provide information about food, recipes, specialty food
shops, catering, and food delivery as well as sites which include information about restaurants
and bars. Also included are restaurant guides and reviews.

Glamour: Sites which emphasize, promote, or provide information on how to achieve physical
attractiveness, allure, charm, beauty or style with respect to personal appearance, including
clothes, shoes, hair, make-up and fashion accessories. Examples include:

% ! ! &
+ & %% ' -
% % & &
! , & ! &
#,
1% % & &
. && 'l /'$

& J& ! %%, , %%

& J& ! %% , &, '
% /$ % '

Hobby: Sites which provide information on private pastimes. Examples include:
. % Lrt

&

Pets: Sites and forums related to the care, maintenance, purchase, rescue or breeding of any
animal for companionship and enjoyment. The category excludes livestock or laboratory animals
which are kept for economic or scientific reasons. Examples include:

%

Shopping: Sites which provide the means to purchase products or services online. Products or
services that are principally marketed to satisfy industrial or commercial needs are not included
in this category. Examples include:
f&& & % ' & ! % I % |
! &

% 7
& %

Sports: Sites which promote or provide information about spectator sports. Examples include:
& % P ! 1%, &

& ! g ;1
& 1%, &
& && *,% 1 *% %
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% % oo ! ! A

% %
% & ' % & % 1%

oot ! & & "% &
" %

Travel: Sites which promote or provide opportunity for travel planning in a general sense,
particularly finding and making travel reservations. Examples include:

$ % % '! & + !
! & & % & "% ' %-
+ 5 7 7 -
& % + 7 7 7
& oo , /-
C - % -
$
$

Weapons: Sites which describe or offer for sale weapons including guns, ammunition, firearm
accessories, knives and matrtial arts. Examples include:

* && | ! ! Lo/
% ! 1% & %

? % A

( & & & %

Wedding: Sites related to the traditions, customs, planning, and products involved in a marriage
or commitment ceremony as well as in civil unions. Examples include:

? "%

? "%

Miscellaneous
Advertising: Sites which provide Internet advertising services. Examples include:
, % '
%

% %!'% % !

Unknown: To help improve the categorization of URLs the web appliance is able to automatically
submit unknown URLSs to Clearswift for categorisation. To enable the automatic submission of
unknown URLs please see System Center > proxy settings > URL Databse.

Note: Your internal Intranet URLs cannot be automatically categorized. To stop these being
submitted they should be added to the Intranet Sites category (see Policy Center > Intranet
Sites)

Politics & Views
Cults: Sites which promote prominent organized modern religious groups that are identified as
“cults” by three or more authoritative sources*. Examples include:

$ &

$ 6
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#
*Sources:

.+ .. -l %577 [ 3/ 7
% 5 % &! )) % &
% & & & 3 ! ! !

& I/

4 @9 + & 9 ' -l %5 7 17
% 5 & ' & & ' 1

, % % & ! "

@ , &8 <9 ' " =%" !

%577 ' I 7% & 7 %/
% 5 , '& , 2 I %%

&

* 9 ' $ I %577 /! /7
% 5 , & % ' &
&,

Government: Sites which are sponsored by government branches or agencies. Examples
include:

6

4

4% ,
&,

4

Hate: Sites which advocate hostility or aggression toward an individuals or groups on the basis
of race, religion, gender, nationality, ethnic origin, or other involuntary characteristics; sites which
denigrate others on the basis of those characteristics or justifies inequality on the basis of those
characteristics; sites which purport to use scientific or other commonly accredited methods to
justify said aggression, hostility or denigration. Examples include:

9

6 %

L7 &

? 777 %
6

Military: Sites which are sponsored by military branches or agencies as well as official and
personal sites related to military history, ideology, or specific branches of the military.

Occult: Sites which promote or offer methods, means of instruction, or other resources to affect
or influence real events through the use of spells, curses, magic powers or supernatural beings.
Examples include:

% % & & < = < =
ol ! I* $ % *

vt % & -
? & % ! ! '? LT
||/ e _
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8 +8 7 -
6 ! % % & "% ! ' P

Politics: Sites which relate to politicians, election campaigns, political organizations and
publications. Includes official homepages of politicians and political parties as well as personal
sites about politics and grass-root movements.

Religion: Sites which are about religion as any set of beliefs and practices that have the
function of addressing the fundamental questions of human identity, ethics, death, and the
existence of the Divine.

Reference
Art & Museums: Sites which include art galleries, artists, and museums. All types of visual arts
such as painting, drawing, sculpture, and photography are included. Not included in this
category are performing arts (covered in Entertainment and Music).

Education: Sites which represent schools or other educational facilities, faculty or alumni
groups. Examples include:
. %

6
@
Job Search: Sites which provide assistance or tools to help to find employment. Examples
include:
A "7
9 7 &&' %' 7 &
% ' & )%

Real Estate: Sites which are commercial in nature and involved in the real estate business.
Examples include:

&
9 %
9 7% %
&& %
Reference: Sites which contain personal, professional, or educational references. Examples
include:
* % !

"%

Science: Sites which provide research materials in the natural and life sciences.

Search: Sites which support searching the Internet, news groups, or indices and
directories.

Security Risk
Anonymizer: Sites which offer anonymous access to websites through a PHP or
CGl proxy, allowing users to gain access to websites blocked by corporate and
school proxies as well as parental control filtering solutions.
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Criminal Skills: Sites which provide instruction for threatening or violating the
security of property or the privacy of people; also how to avoid complying with
legally mandated duties and obligations.

$&B 1% + % -l
1 % &'
% ',B & ! ' 1
B & 1 , &1
$ % B %% ! % %
4 ' ' B ' ") % 'l
0% & 1% 3 T

Hacking: Sites which promote or provide the means to practice illegal or
unauthorized acts of computer crime using technology or computer-programming
skills. Examples include:

6 1% 1t 5 '

? C 2+% I & - 1
&& % "% & 1 && ' &
1 7 "% & n /

8 && ' | | I ' I
% !

[ 4) 7 ! ' ! " %1

% % % ' %% 0
' 0 & & ! % && "M% &1 /1
& Y, 1 & % '
b, o
$ % &

Malware: Malware is defined as hostile or annoying software designed with the
intent of infiltrating and harming a computer system without the owner's informed
consent. Types of Malware include Viruses, Spyware, Trojan horses, and Adware
and they are often disguised as legitimate software.

Phishing: Sites known to be scams or false sites that often closely resemble
legitimate websites. They are usually designed to fraudulently acquire sensitive
information such as usernames, passwords and/or credit card details from
unsuspecting victims.

Sexual
Art Nudes: Sites which contain the non-pornographic, tasteful, and artful display of
the naked body. The main purpose of these sites is NOT sexual arousal.

Lifestyle: Sites which contain general material relevant to sexual orientation. This will include
pages dedicated to the groups* themselves, discussions, issues, clubs, personal home pages
that address or support sexual orientation lifestyle choices. These are sites mainly by target
group members for target group members. Discussions and issues that are of an explicitly
mature nature are not part of this category.

*The specific TARGET groups in question are gay, lesbian, bisexual and transgender and are
subsequently referred to as “GLBT”". Examples include:
#$ ! ! ! "% !
! 1% +% %" - o/
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Mature Content: Sites which contain sexually explicit information that is not of a medical or
scientific nature. Examples include:
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Pornography: Sites which contain sexually explicit material for the purpose of arousing a
sexual or prurient interest. Examples include:
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Social Network
Blog: Sites which contain ‘blogs’ (an abridgment of the term ‘web logs’). Blogs are usually
maintained by an individual with regular entries of commentary, descriptions of events, or
other material such as graphics or video. Entries are commonly displayed in reverse
chronological order. Examples include:
. , % 3 %

*
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Chat: Sites which offer users the ability to chat online (by broadcasting messages to people on
the same site in real time). Examples include:
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Forums & Message Boards: Sites which provide a web application enabling users to
participate in the discussion of numerous topics, often in conjunction with online communities.
Examples include:
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Personals Ads & Dating: Sites which promote or provide opportunity for establishing or
continuing romantic or sexual relationships. Examples include:
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Virtual Community: Sites which offer a variety of tools and mechanisms to enable a group of
people to communicate and interact via the Internet. Examples include:
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Violence & Self Harm
Gore: Sites which display graphic violence and/or the infliction of pain or injuries. Gross
violence towards humans or animals such as scenes of dismemberment, torture, massive
blood and gore, sadism and other types of excessive violence.

Self Harm: Sites which describe or discuss ways in which to self harm including eating
disorders and self-injury. Examples include:

Eating disorders sites include:
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Self-injury sites include:
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Self-injury sites include:
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Suicide: Sites which describe or promote suicide. Examples include:
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Violence: Sites which advocate or provide instructions for causing physical harm to people or
property through use of weapons, explosives, pranks, or other types of violence. Examples

include:
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Webmail
Enterprise Webmail: Sites which provide online e-mail services. Examples include:
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Webmail: Sites which provide free, web-based email services, accessible through

any Internet browser.
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Category Mapping from v1.4.1 to v2.0

Following an upgrade from version 1.4.1 to version 2.0 the categories previously selected in the
‘Internet Zones’ will be automatically mapped to the new 2.0 categories as shown below.

The automatic mapping will ensure that the web policy continues to operate as before however, we
recommended reviewing the additional new categories because you may wish to incorporate some of
the new categories into the existing policy for example, Malware and Phishing.

Previous 1.4.1 Category Equivalent 2.0 Category Mapping #
Adult/Sexually Explicit Pornography 1
Advertisements Advertising 2
Arts & Entertainment Entertainment 3

Art & Museums 4
Business & Economy Business 5

Law 6

Energy 7
Chat Chat 8
Computing & Internet Technology & Telecommunications 9

Freeware & Shareware 10
Criminal Skills Criminal Skills 11
Drugs, Alcohol & Tobacco Drugs 12

Tobacco 13

Alcohol 14
Education Education 15
Finance & Investment Finance & Investing 16
Food & Drink Food & Restaurants 17
Gambling Gambling 18

Cash Gambling 19
Games Gaming 20
Glamour & Intimate Apparel Glamour 21

Art Nudes 22

Bikini 23
Government & Politics Government 24

Military 25

Politics 26
Hacking Hacking 27
Hate Hate 28
Health & Medicine Health 29
Hobbies & Recreation Hobby 30
Hosting Sites Hosting 31
Job Search & Career Development | Job Search 32
Lifestyle & Culture Lifestyle 33
Motor Vehicles Automotive 34
News News 35
Personals and Dating Personal Ads & Dating 36
Personal Web Sites Virtual Community 37
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Blogs

38

Real Estate Real Estate 39
Reference Reference 40
Religion Religion 41
Cults 42

Remote Proxies Anonymizer 43
File Sharing 44

Sex Education Sexual Education 45
Search Engines Search 46
Shopping Shopping 47
Sports Sports 48
Streaming Media Streaming Media 49
Internet Telephony 50

Travel Travel 51
Usenet News/Forums Forums & Message Boards 52
Violence/Offensive Gore 53
Violence 54

Weapons Weapons 55
Web-based email Enterprise Webmail 56
Webmail 57

Unknown Unknown 58
No Equivalent Category Abortion 59
No Equivalent Category Kids 60
No Equivalent Category Mature Content 61
No Equivalent Category Mobile Entertainment 62
No Equivalent Category Music 63
No Equivalent Category Non-profit 64
No Equivalent Category Occult 65
No Equivalent Category Pets 66
No Equivalent Category Placeholder 67
No Equivalent Category Portal 68
No Equivalent Category Science 69
No Equivalent Category Self Harm 70
No Equivalent Category Suicide 71
No Equivalent Category Wedding 72
No Equivalent Category Malware 73
No Equivalent Category Phishing 74
No Equivalent Category Automated Web Applications 75
No Equivalent Category Intranet 76

~End ~
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