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        On-Demand Webinar


                  
            
                              Spam Mechanisms in the Secure Email Gateway
                          

          
        
                              
                                                                                                                            By Dr. Steve Jeffery
                                          

                  
                  
            
              This first webinar in a series of five spanning Best Practices for using Clearswift's Secure Gateways covered the more than 15 configurable spam mechanisms in the Secure Email Gateway (SEG) appliance with a choice of local or global policy. Listen as Dr. Steve Jeffery, Lead Solutions Engineer at Fortra, discusses the spam rules, where they get evaluated, URL detection, and message sanitisation...
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                              Top 10 Microsoft Office 365 Email Security and DLP Concerns
                          

          
        
                              
                                                                          Mon, 04/08/2024
                          

                  
                  
            
              Here is a list of the ‘Top 10 Microsoft Office 365 Email Security and DLP Concerns’ alongside the positives of augmenting with enterprise-designed solutions.
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                              How Banks are Adapting to Digital Disruption and Data Privacy Regulations
                          

          
        
                              
                                                                                                                            By Monica Delyani on Mon, 03/25/2024
                                          

                  
                  
            
              Digital disruption, changing consumer demographics and preferences on how they engage with their banks, along with burgeoning regulatory requirements are having far-reaching repercussions on banking. And banking executives are feeling the pressure! Digital Disruption Banks that resist digital transformation will be punished by their customers, experiencing a marked erosion in profit margins. In...
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                              Emailing Credit Card Information: Why Redaction Is Crucial for PCI Compliance
                          

          
        
                              
                                                                          Tue, 03/12/2024
                          

                  
                  
            
              Find out how Fortra's Clearswift Secure Email Gateway appliance transforms email from a high-risk communication channel to one that’s PCI-compliant.
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                              How Fortra's Clearswift Secure Email Gateway Aligns to NCSC's Email Security Guidelines
                          

          
        
                              
                                                                          Tue, 03/12/2024
                          

                  
                  
            
              Working in cybersecurity is one of the most challenging roles in the organisation. Not only are you tasked with keeping the business and its data safe and secure, but you must do so in the face of ever-increasing professionalism and sophistication on the part of cybercriminals. There are more threats than ever before, and the consequences of a data breach are more significant too. In recent Fortra...
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                              March Madness Challenge for Cybersecurity Professionals
                          

          
        
                              
                                                                          Mon, 03/11/2024
                          

                  
                  
            
              Let the "madness" begin! The NCAA Basketball tournament is different for everyone. Some experience madness after a gut-wrenching triple overtime victory by their alma mater, while others after a buzzer-beater shot from half-court by a 16th-ranked Cinderella underdog that instantly knocks out one of your final four selections. However, to me there is nothing more maddening, in the delightful sense...
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                              Clearswift Anti-Spam
                          

          
        
                          
                  
            
              Inside the Clearswift Secure Email Gateway appliance, there is a multi-layer Anti-Spam solution designed to deliver 99% detection with minimal false positives. The anti-spam feature detects messages as being spam, phishing attempts, or newsletters, and allows system administrators to configure policies to either block, sanitize, hold, tag, or deliver. Reputations – This is powered by TRUSTmanager...
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                              What is a DMARC Policy?: The 3 Types, Which to Implement & Other Requirements
                          

          
        
                              
                                                                                                                            By Monica Delyani on Wed, 02/28/2024
                                          

                  
                  
            
              In this post, we’ll briefly explain what a DMARC policy is , how to set up your DMARC email record, what the three types of DMARC policies are and when to implement each one, and how to diagnose and fix any issues associated with it. Basically, your DMARC policy tells email receivers what to do with illegitimate or possibly fraudulent emails—whether to reject, quarantine, or accept them. Overall...
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                              Going Phishing Isn't Seasonal–Get the Latest Results from 2023's Tournament
                          

          
        
                              
                                                                                                                            By Monica Delyani on Thu, 02/22/2024
                                          

                  
                  
            
              Preview the latest global phishing benchmarking results and expert security awareness recommendations from Fortra's Terranova Security 2023 Gone Phishing Tournament.
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                              Thank you for attending our webinar on Quishing!
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                              Protecting Your Organization From Advanced Threats
                          

          
        
                          
                  
            
              Today’s cyber attacks appear relentless, growing in frequency and intensity, and proliferating throughout all industries. There is no ‘normal’ and the impact of each attack is felt throughout organizations--from supply chain to customers, partners, and beyond.
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                              QR Codes That Don't Bode Well - The Harm That Quishing Attacks Can Do
                          

          
        
                              
                                                                                                                            By Monica Delyani on Thu, 01/18/2024
                                          

                  
                  
            
              Is your organisation ready to tackle the new challenge of QR code phishing, also known as quishing? In this TechNewsWorld article, Dr. Steve Jeffery discusses the latest carrier of choice for payloads via email.
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                              VM Blog: Braving the Digital Risk & Email Security Landscape
                          

          
        
                              
                                                                                                                            By Eric George on Thu, 12/21/2023
                                          

                  
                  
            
              How will the digital risk and email security landscape evolve in 2024? In this VM Blog article, Eric George discusses the industry's future and shares his seven predictions for 2024.
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                              Protecting Information Across the Defence Supply Chain
                          

          
        
                          
                  
            
              Clearswift supports organisations to comply with the Defence Cyber Protection Partnership cyber risk control requirements that seek to protect UK military capability throughout the MOD supply chain. Business Problem In the face of cyberattacks being recognised as a Tier 1 threat within the National Security Strategy, the UK seeks to secure a truly competitive, sustainable, and globally successful...
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                              5 Recent Website Leaks that Shocked the World of Tech, Sports & Entertainment
                          

          
        
                              
                                                                                                                            By Monica Delyani on Wed, 11/22/2023
                                          

                  
                  
            
              We compiled five website leaks in technology, sports, and entertainment that have recently shocked the world, prematurely exposed data that impacted a forthcoming announcement in each case.
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                              Are You Ready for PCI DSS 4.0?
                          

          
        
                              
                                                                          Wed, 11/08/2023
                          

                  
                  
            
              PCI DSS 4.0 is here. If your organization handles PII data, you will need to be compliant with the new updates. We take a look at the new version and what it takes to stay compliant.
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                               Are Broad Email Security Policies Slowing You Down?
                          

          
        
                              
                                                                          Tue, 10/24/2023
                          

                  
                  
            
              Creating policies for your organization's email security can be complex, time consuming, and even stressful. There are nearly a thousand exceptions that make a case for why policy development and deployment cannot be a standard one-size-fits-all practice. Learn how Fortra's Clearswift can keep your organization safe without slowing you down.
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                              2023 BEC and Email Impersonation Trends
                          

          
        
                          
                  
            
              Examine campaigns, tactics, and infrastructure used in recent BEC and email impersonation attacks to better defend against BEC and domain impersonation threats.
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                              Cyber Defense Magazine: New PhishLabs Research Details .ZIP Abuse
                          

          
        
                              
                                                                          Thu, 09/21/2023
                          

                  
                  
            
              Fortra’s PhishLabs has identified two separate incidents of new Google top-level domain (TLD) .zip used in phishing attacks. The attacks, detailed in the September issue of Cyber Defense Magazine, use .zip to impersonate a social media conglomerate and global technology company. Look-alike domains using common file extensions are increasingly used to enhance the perceived legitimacy of cyber...
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